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DETAILED ACTION 

Response to Arguments 

1. In communications filed on 6/18/2007, the following claims 1-7 and 10-23 are pending 
and are presented for examination. 

2. Applicant's remarks, filed on 6/1 8/2007, pages 2-4 with respect to the rejection of claims 
1-3, 6-7, 10-16, and 19-23 have been considered but they are not persuasive. Applicant argues 
that neither Long nor Dent discloses generating a second key stream when a component used to 
transmit the Real Time Protocol voice packets changes during the communication session as 
recited in claim 1. Examiner respectfully disagrees. As interpreted by the Examiner, when a 
component used to transmit the Real Time Protocol voice packets changes is interpreted as (a 
parameter that changes in the transmission of packets). Long teaches real-time point to point 
protocol of real-time data between equipment 10 and equipment 20 (see column 1, lines 8-15 and 
lines 37-38); when the switchover value changes to a specified value, the multiplexer switches 
from one key variable to another key variable during the communication session, the key 
generator generates a new key to be used by both equipment 10 and 20 (see column 4, lines 30- 
35 and lines 53-56) that meets the claimed recitation. Applicant indicates that the switchover of 
Long is based on KG clocks and not based on time or other control options. The claim limitation 
does not require such. In addition, Dent teaches producing new keystream bits (generating new 
key) when there is handoff (the handoff is due to a change of a component in transmitting the 
voice packets, see column 4, lines 26-55) that meets the recitation of when a component used to 
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transmit the Real Time Protocol voice packets changes, generate a second key (see column 6, 
lines 41-58 and column 15, lines 30-44). Upon further consideration, the claims have not been 
overcome by Applicant and they remain rejected in view of the prior art. 

Claim Rejections - 35 USC § 103 
3. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all . 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as 
set forth in section 102 of this title, if the differences between the subject matter sought to be 
patented and the prior art are such that the subject matter as a whole would have been obvious at 
the time the invention was made to a person having ordinary skill in the art to which said subject 
matter pertains. Patentability shall not be negatived by the manner in which the invention was 
made. 

Claims 1-3, 6-7, 10-16, and 19-23 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over US Patent 5,940,508 to Long et ai in view of US Patent 5,081,679 to Dent. 

As per claim 1, Long et al substantially discloses a system for securely transmitting Real 
Time Protocol voice packets during a communication session with a remote multimedia terminal 
adapter over an Internet protocol network; the system comprising: Long et al discloses a crypto 
equipment 10 for receiving the voice packets (see column 2, lines 4-6) the voice packets having a 
clock counter to synchronize cryptographic operations between encryption equipments 10 and 20 
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(column 3, lines 19-23) that meets the recitation of a local multimedia terminal adapter (crypto 
equipment 10) receiving the voice packets having a times tamp (Clk Counter 30) as a 
synchronization source to synchronize cryptographic operations between said local multimedia 
terminal adapter (crypto equipment 10) and said remote multimedia terminal adapter (crypto 
equipment 20), the local multimedia terminal adapter (crypto equipment 10) comprising, a local 
key stream generator (key generator 80) for generating a first key stream; Long et ai discloses 
an encryptor equipment is operable to encrypt the data using key generated by the key generator 
(see column 2, lines 4-6; column 2, Hnes 16-21 and fig.2; see also column 4, lines 53-56) that 
meets the recitation of a packet encryptor that encrypts the voice packets using at least a portion 
of the first key stream to form encrypted voice packets. Long et al discloses equipments 10 and 
20 are similar and for simplicity only one direction will be discussed (i.e. the approach for 
decryption and equipment 20 is implicit or inherent) and further discloses the remote multimedia 
terminal adapter (equipment 20) receiving the encrypted voice packets (see column 2, lines 6-15 
and fig. 2), the remote multimedia terminal adapter further comprising a remote key stream 
generator (key generator 80) for generating the first key stream in order to decrypt the encrypted 
voice packets (see column 1, lines 16-18 and column 2, lines 6-8); decryptor equipment is 
operable to decrypt the data using key generated (see column 2, lines 6-8; column 2, lines 16-21 
and fig. 2; see also column 4, lines 53-56) that meets the recitation of a packet decryptor 
decrypting the encrypted voice packets using the first key stream. Long et al discloses a 
rekeying process wherein both key generators generate a second key when equipment 10 
performs a switchover during the communication session and both equipments 10 and 20 use the 
second key stream (see column 2, lines 47-63 and column 4, lines 12-23) that meets the 
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recitation of wherein both key stream generators are capable of generating a second key stream 
when a component used to transmit the Real Time Protocol voice packets changes during the 
communication session and the packet encryptor and packet decryptor use the second key 
stream. Long et al is silent about the data being voice data. It is apparent one of ordinary skill 
in the art that the invention may be applied to any type of data communication as known in the 
art including radio communication using voice packets. Dent in an analogous art also discloses 
synchronization using real-time clock and counters operable to synchronize cryptographic 
operations between a transmitter and a receiver in cellular radio system using voice packets (see 
column 12, lines 23-51). The equipment may be used for secure communication over digital 
channel for converting a voice signal into digital signal (see column 8, lines 54-66). Therefore, it 
would have been obvious to one of ordinary skill in the art at the time the invention was made to 
implement the system of Long et al into cellular radio communications so as to securely transmit 
voice packets using synchronization technique and convert voice packet to digital data stream 
and vice versa as suggested by Dent above. 

As per claim 2, the references as combined above disclose the limitation of wherein the 
second key stream is generated when the system switches from a first to a second coder/decoder 
for compression/decompression of the voice packets, for example (see Long et al, column 4, 
lines 5-35; column 2, lines 47-63). 
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As per claim 3, the references as combined above disclose the limitation of wherein the 
second key stream is generated when a Message Authentication Code algorithm change occurs, 
for example (see Long et al, column 3, lines 19-23) (see also Dent, column 10, lines 14-25). 

As per claim 6, Long et al substantially discloses a system for communicating Real 
Time Protocol voice packets between a local and a remote location over an Internet protocol 
network, the system comprising: a stream cipher module (10) for encrypting the voice pockets, 
for example (see column 2, lines 4-6); and a key stream generator (key generator ^O)for 
generating a first Real Time Protocol key stream (see column 4, lines 53-56), the stream cipher 
module employing the first key stream to encrypt the voice packets for forwarding to the remote 
location, (see column 2, lines 4-8; column 2, lines 16-21 and fig.2; see also column 4, lines 53- 
56). Long et al discloses a rekeying process wherein the key generator in equipment 10 
generates a second key for encrypting the voice packets when performs a switchover from a first 
key variable to a second key variable each key variable being involved in the synchronization 
process of the key (see column 4, lines 5-35; column 2, lines 47-63) that meets the recitation of 
the key stream generator producing a second Real Time Protocol key stream for encrypting the 
voice packets when the system switches from a first communication parameter to a second 
communication parameter, each of the first and second parameters being involved in the 
synchronization of the key stream. Long et al also discloses the voice packets having a clock 
counter to synchronize cryptographic operations between encryption equipments 10 and 20 
(column 3, lines 19-23) that meets the recitation of wherein the voice packets having a timestamp 
as a synchronization source operable to synchronize cryptographic operations between said 
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local and remote locations. Long et al is silent about the data being voice data. It is apparent 
one of ordinary skill in the art that the invention may be applied to any type of data 
communication as known in the art including radio communication using voice packets. Dent in 
an analogous art also discloses using real-time clock and counters operable to synchronize 
cryptographic operations betv^een a transmitter and a receiver in cellular radio system using 
voice packets (see column 12, lines 23-51). The equipment may be used for secure 
communication over digital channel for converting a voice signal into digital signal (see column 
8, lines 54-66). Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made to implement the system of Long et al into cellular radio 
communications so as to securely transmit voice packets using synchronization technique and 
convert voice packet to digital data stream and vice versa as suggested by Dent above. 

As per claim 7, the references as combined above disclose the limitation of wherein the 
first communication parameter is a first coder/decoder that compresses/decompresses the voice 
packets, and the second communication parameter is a second coder/decoder that 
compresses/decompresses the voice packets, for example (see Dent, column 10, line 56 through 
column 11, line 19). Dent discloses coder/decoder for converting voice packets from analog to 
digital and digital to analog (see also column 8, lines 54-66). Therefore, claim 7 is rejected on 
the same rationale as the rejection of claim 6. 

As per claim 10, the references as combined above disclose the limitation of further 
comprising a new time stamp sequence generated when the second Real Time Protocol key 
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stream is generated, for example (see Long et al, column 3, lines 12-18 and column 4, lines 25- 
29). 

As per claim 11, Long et al discloses the limitation of providing key derivation or a 
pseudorandom function based on a counter, a known value, and key variable, for example (see 
column 3, lines 5-23) that meets the recitation of wherein the second key stream is generated by 
re-executing the following key derivation function: F(S, "End-End RTP Key Change <N>") 
where N is a counter incremented whenever a new set of Real Time Protocol keys is re-derived 
for the same media stream session; F( ) is a one-way pseudo-random function used for the 
purpose of key derivation; S is a shared secret which includes a random value shared between the 
two endpoints and is known only to those two endpoints or a trusted server, and "End-End RTP 
Key Change <N>" is a label that is used as a parameter to the key derivation function F(), <N> 
stands for an ASCII representation of a decimal number, representing a counter. Similar 
algorithm in the claimed invention of f as a function of a secret key and a parameter can be found 
in cryptography textbook known in the art. (See also Dent, column 15, lines 20-50). 

Claim 12 is similar to the rejected claim 11 except for adding a synchronization source 
identifier, which is known in the art as found in US patents 6,2754,71 and 6,122,665. Long et 
al also uses a key identifier that meets the recitation of synchronization source identifier, for 
example (see Long et al, column 3, lines 5-23). Therefore, claim 12 is rejected on the same 
rationale as the rejection as the rejection of claim 11. 
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As per claim 13, Long et al substantially discloses a method for securely transmitting 
Real Time Protocol voice packets from a local to a remote location via a communication 
network, the method comprising: generating a first Real Time Protocol key stream for 
encrypting the voice packets (see column 4, lines 53-56), forwarding encrypted voice packets to 
the remote location (see column 2, lines 4-8; column 2, lines 16-21 and fig. 2; see also column 4, 
lines 53-56). Long et al discloses a rekeying process wherein the key generator in equipment 10 
generates a second key for encrypting the voice packets in response to reach a switchover value 
which causes a key update for the same media stream during a communication session or in 
response to any loss of data synchronization or need to provide data re-synchronization (see 
column 4, lines 5-35; column 2, lines 47-56; and column 2, line 63 through column 3, line 5) that 
meets the recitation of generating a second Real Time Protocol key stream for encrypting the 
voice packets in response to a request to change communication parameters for the same media 
stream during a communication session; Long et al further discloses forwarding voice packets 
encrypted with the second Real Time Protocol key stream to the remote location (see column 3, 
lines 19-24 and column 4, lines 47-49); Long et al also discloses the voice packets having a 
clock counter to synchronize cryptographic operations between encryption equipments 1 0 and 20 
(column 3, lines 19-23) that meets the recitation of wherein the voice packets having a timestamp 
as a synchronization source operable to synchronize cryptographic operations between said 
local and remote locations. Long et al is silent about the data being voice data. It is apparent 
one of ordinary skill in the art that the invention may be applied to any type of data 
communication as known in the art including radio communication using voice packets. Dent in 
an analogous art also discloses synchronization using real-time clock and counters operable to 
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synchronize cryptographic operations between a transmitter and a receiver in cellular radio 
system using voice packets (see column 12, lines 23-5 1). The equipment may be used for 
secure communication over digital channel for converting a voice signal into digital signal (see 
column 8, lines 54-66). Therefore, it would have been obvious to one of ordinary skill in the art 
at the time the invention was made to implement the system of Long et al into cellular radio 
communications so as to securely transmit voice packets using synchronization technique and 
convert voice packet to digital data stream and vice versa as suggested by Dent above. 

As per claim 14, the references as combined above disclose the limitation of further 
comprising reinitializing a time stamp for synchronizing decryption of the voice packets, for 
example (see Dent, column 15, lines 20-44 and column 12, lines 23-51). Therefore, claim 14 is 
rejected on the same rationale as the rejection of claim 13. 

As per claim 15, the references as combined above disclose the claimed method of claim 
13. Long et al further discloses the limitation of providing key derivation or a pseudorandom 
function based on a counter, a known value, and key variable, for example (see column 3, lines 
5-23) that meets the recitation of wherein the second key stream is generated by re-executing the 
following key derivation function: F(S, "End-End RTF Key Change <N>") where N is a counter 
incremented whenever a new set of Real Time Protocol keys is re-derived for the same media 
stream session; F( ) is a one-way pseudo-random function used for the purpose of key derivation; 
S is a shared secret which includes a random value shared between the two endpoints and is 
known only to those two endpoints or a trusted server, and "End-End RTP Key Change <N>" is 
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a label that is used as a parameter to the key derivation function F(), <N> stands for an ASCII 
representation of a decimal number, representing a counter. Similar algorithm in the claimed 
invention of fas a function of a secret key and a parameter can be found in cryptography 
textbook known in the art. (See also Dent, column 15, lines 20-50). 

Claim 16 is similar to the rejected claim 15, except for adding a synchronization source 
identifier, v^hich is known in the art as found in US patents 6,2754,71 and 6,122,665. Long et 
al. also uses a key identifier that meets the recitation of synchronization source identifier, for 
example (see Long et al, colunm 3, lines 5-23). Therefore, claim 16 is rejected on the same 
rationale as the rejection as the rejection of claim 15, 

As per claim 19, claim 19 recites similar limitations as claim 1 except for using a means 
plus function. Long et al substantially discloses a system for securely transmitting voice packets 
during a communication session from a local location to a remote location over an Internet 
protocol network; the system comprising: a local key stream generator (key generator 80, fig. 2) 
that means the recitation of a means for generating a first key stream at the local location; an 
encryptor equipment that means the recitation of a means for encrypting the voice packets using 
at least a portion of the first key stream to form encrypted voice packets (see column 2, lines 4-6; 
column 2, lines 16-21 and fig.2; see also column 4, lines 53-56); a means forwarding voice 
packets encrypted with the second Real Time Protocol key stream to the remote location (see 
column 3, lines 19-24 and column 4, lines 47-49); a means for generating the first key stream at 
the remote location for encrypting the voice packets (key generator 80 in equipment 20, fig. 2), 
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and decryptor equipment is operable to decrypt the data using key generated (see column 2, lines 
6-8; column 2, lines 16-21 and fig. 2; see also column 4, lines 53-56) that meets the recitation of 
a means for decrypting the encrypted voice packets using the first key stream. Long et al 
discloses a rekeying process wherein both key generators generate a second key when equipment 
10 performs a switchover during the communication session and both equipments 10 and 20 use 
the second key stream (see column 2, lines 47-63 and column 4, lines 12-23) that meets the 
recitation of wherein both means for generating are capable of generating a second key stream 
when a component used to transmit the Real Time Protocol voice packets changes during the 
communication session, Long et al also discloses the voice packets having a clock counter to 
synchronize cryptographic operations between encryption equipments 10 and 20 (column 3, lines 
19-23) that meets the recitation of wherein the voice packets having a timestamp as a 
synchronization source operable to synchronize cryptographic operations between said local 
and remote locations. 

As per claim 20, the references as combined above disclose the limitation of wherein the 
second key stream is generated when the system switches from a first to a second coder/decoder 
for compression/decompression of the voice packets, for example (see Long et al, (see column 
4, lines 5-35; column 2, lines 47-63). 

Claims 21 and 22 are similar to the rejected claims 11 and 12. Therefore, they are 
rejected on the same rationale as the rejection of claims 11 and 12 respectively. 
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As per claim 23, the references as combined above disclose the limitation of further 
comprising a means for synchronizing the voice packets, for example (see Dent, column 12, 
lines 23-51). 

4. Claims 4 and 5 are rejected under 35 U.S.C. 103(a) as being unpatentable over US 
Patent Publication US 5,940,508 to Long et al in view of US Patent 5,081,679 to Dent as 
applied to claim 1 above and further in view of US Patent Publication US 2002/0031 126 to 
Crichton et al and Non-Patent Literature "RTP Payload for DTMF Digits, Telephony Tones and 
Telephony Signals", May 2000; RFC 2833. 

As per claims 4 and 5, Long et al substantially teaches forwarding/receiving encrypted 
packets from a local to a remote end, for example (see column 2, Hnes 4-8). Although Long et 
al is silent about a gateway controller, which is well known in the art of Internet Protocol 
network for connecting different protocol networks, if it is interpreted as software, the disclosure 
of Long et al meets the claimed limitation. Crichton et al. in an analogous art teaches a system 
for bit synchronous network communications over packet networks including Internet protocol 
network using gateways in an end-to-end communication path to perform analog to digital 
conversion and to communicate with packet network in a manner known in the art, for example 
(see page 5, paragraphs 0042 and 0047; see also background). The use of gateway is also 
explicitly cited in RFC 2833 for forwarding encrypted data. Therefore, it would have been 
obvious to one of ordinary skill in the art at the time the invention was made to modify the 
method as combined above to provide a gateway controller as taught by Crichton et al or in 
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RFC 2833 (page 1) for forwarding and receiving encrypted packets through an Internet protocol 
to perform analog to digital conversion and to communicate with packet network in a manner 
known in the art. This modification would have been obvious because one skilled in the art 
would have been motivated by the suggestions provided by Crichton et al. so as to perform 
analog to digital conversion and to communicate with packet network in a manner known in the 
art. 

5. Claims 17 and 18 are rejected under 35 U.S.C. 103(a) as being unpatentable over US 
Patent 5,940,508 to Long et al in view of US Patent 5,081,679 to Dent in view of US Patent 
Publication US 2002/0031 126 to Crichton et al. 

As per claim 17, Long et al substantially discloses a method comprising generating a 
first Real Time Protocol key stream for encrypting the voice packets (see column 4, lines 53-56), 
forwarding encrypted voice packets to the remote location (see column 2, lines 4-8; column 2, 
lines 16-21 and fig.2; see also column 4, lines 53-56). Long et al discloses a rekeying process 
wherein the key generator in equipment 10 generates a second key for encrypting the voice 
packets in response to reach a switchover value which causes a key update for the same media 
stream during a communication session or in response to any loss of data synchronization or 
need to provide data re-synchronization (see column 4, lines 5-35; column 2, lines 47-56; and 
column 2, line 63 through column 3, line 5) that meets the recitation of generating a second Real 
Time Protocol key stream for encrypting the voice packets in response to a collision detection 
Long et al also discloses wherein the multimedia terminal adapters have the same source 
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identifier (see column 3, lines 24-29); Long et al further discloses forwarding voice packets 
encrypted with the second Real Time Protocol key stream to the remote location (see column 3, 
lines 19-24 and column 4, lines 47-49); Long et al also discloses the voice packets having a 
clock counter to synchronize cryptographic operations betw^een encryption equipments 10 and 20 
(column 3, lines 19-23) that meets the recitation of wherein the voice packets having a timestamp 
as a synchronization source operable to synchronize cryptographic operations between said 
local and remote locations. Long et al is silent about the data being voice data. It is apparent 
one of ordinary skill in the art that the invention may be applied to any type of data 
communication as known in the art including radio communication using voice packets. Dent in 
an analogous art also discloses synchronization using real-time clock and counters operable to 
synchronize cryptographic operations between a transmitter and a receiver in cellular radio 
system using voice packets (see column 12, lines 23-51). The equipment may be used for 
secure communication over digital channel for converting a voice signal into digital signal (see 
column 8, lines 54-66). Therefore, it would have been obvious to one of ordinary skill in the art 
at the time the invention was made to implement the system of Long et al into cellular radio 
communications so as to securely transmit voice packets using synchronization technique and 
convert voice packet to digital data stream and vice versa as suggested by Dent above. 

Although the term "gateway" is not explicitly cited in Long et al, it could be interpreted 
as a software, which meets the claimed limitation. In addition, Examiner takes official notice 
that gateway is notoriously well known in network communication for forwarding data and 
performing network protocol conversion. The use of gateway is explicitly cited in Crichton and 
in RFC 2833 for forwarding encrypted data. Therefore, it would have been obvious to one of 


Application/Control Number: 09/765,108 Page 16 

Art Unit: 2136 

ordinary skill in the art at the time the invention was made to use a gateway for receiving and 
forwarding data because if it is implemented as a hardware, it would allow control of traffic 
before the data actually reaches the equipments 10 and 20 and would provide load balancing. 

Claim 18 is similar to the rejected claim 15, except for adding a synchronization source 
identifier, which is known in the art as found in US patents 6,2754,71 and 6,122,665. Long et 
al. also uses a key identifier that meets the recitation of synchronization source identifier, for 
example (see Long et al, column 3, lines 5-23). 

Conclusion 

6. The prior art made of record and not relied upon is considered pertinent to applicant's 
disclosure. The prior art discloses many of the claimed features with respect to changing keys 
when codec changes in order to synchronize encrypted data packets between a transmitter and a 
receiver (see PTO form 892). 

6. 1 Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Carl Colin whose telephone number is 571-272-3862. The 
examiner can normally be reached on Monday through Thursday, 8:00-6:30 PM. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Nasser G. Moazzami can be reached on 571-272-4195. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the Patent 
AppHcation Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would 
like assistance from a USPTO Customer Service Representative or access to the automated 
information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 


/C.C./ 


Carl Colin 
Patent Examiner 
August 30, 2007 


